BusinessLink
Software Support

Strateq

V2R5
Upgrade Instructions
Existing SSL Installations

SSL Certificate Conversion
Pre-Upgrade



Table of Contents

OV BIVIBW L.ttt 1
Requirements For Certificate CONVEISION .......cooevvvvviiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeee 1
OS/400 SyStem REQUITEMENTS ......coeeeeeeeeeeeee e 1
Strategi Installation REQUINEMENTS ........coooiiii i 1
1 - Digital Certificate Manager (DCM) SEUP ......uovviieeiiiiiiiiiiie e 2
1.1 — Start Digital Certificate MaNAQEN ...........uuuuuuueiiiiiiiiiiiiiiiieiieneinieneeeeerree e 2
VORI .. e 2
W DR bbbt b et e e nae e b nreas 2
1.2 — Create CertifiCate STOMe .......ii i e e e e 3

2 — Download/Install Strategi PTF for Convert Certificate Command
(O O I ST T 4
3 — CertifiCate CONVEISION ......uuiiiii e ee et e e e e e e e e eaeaan s e e e e e eeeeenes 5
3.1 — Run the CVTCTFSGI COMMANG .......cceeiiiiiiiiii e et e e e e e e e eeeens 5
3.2 — Confirm Certificate CONVEISION .......ccoeeieeieieeeeeeeeeee e 6
4 — Certificate IMPOIT .o 7
4.1 — Download/Save Intermediate and Root CA Certificates..........cccccvvvvvviiiiiieiieennnn. 7
4.2 — Import the Intermediate and/or Root CA Certificates into DCM..............ccc.eueee. 10
4.3 — Import the Server Certificate iNnto DCM ......ccooooiiiiiiiiiiin e, 11
4.4 — Certificate Import Troubleshooting ... 13
5 — Strategi UPGrad ... ... ittt 13
6 — Assign SSL Certificates to Strategi Applications in DCM ....................... 14
6.1 — Troubleshooting Strategi Application Registration.................coeovvvviiiiiiieeeeeieinnns 15
7 — Start Strategi and TEST SSL....uuuuuuiiiiiiiiiiiiiiiiiiiiiiiiii e 15

Copyright © 2013 ADVANCED BusinessLink Corp. i



Overview

As of Strategi V2R5, SSL Certificate Management has been moved out of Strategi and into
IBM’s Digital Certificate Manager (DCM).

For existing SSL installations, this means that you will now manage your certificates with
DCM, rather than from the Strategi Resources website. This will require some steps to be
performed prior to or after your upgrade to the V2R5 release.

Upgrades from Strategi V1 or V2R1 to V2R5M1+ require that your existing SSL certificate be
converted to a PKCS12 format for import into DCM. Once the certificate is converted and
imported, it can be used in your Strategi V2R5M1+ installation.

These steps will outline the system requirements, setup and upgrade instructions for the V2R5
release and converting and importing your existing Strategi SSL certificate into DCM.

Requirements For Certificate Conversion

These instructions need only be followed if you intend to convert your existing Strategi SSL
certificate into a DCM compatible PKCS12# formatted file.

If you are fine with replacing or purchasing a new SSL certificate or your upgrade happens to
coincide with your normal SSL certificate renewal period, then you do not need to convert your
existing SSL certificate.

0S/400 System Requirements

Q 0S/400 V5R3+
a 0S/400 Java version 1.5+

Strategi Installation Requirements

O VI1R9 or V2R1 to convert certificate prior to V2R5 upgrade
0 VI1R9M6 PTF SGI196P015 or V2R1M6 PTF SGI216P030

Note: These PTFs contain the command and programs that perform the certificate
conversion and can be applied to any V1R9 or any V2R1 release.
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1 - Digital Certificate Manager (DCM) Setup

On the system where V2R5 will be installed, you must first set up DCM or confirm that it is
already set up and ready to use.

Follow the steps below to get DCM ready for SSL Certificate Management.

1.1 - Start Digital Certificate Manager

Setup is slightly different depending on your OS/400 version. Follow the appropriate setup
instructions for your system.

V6R1

Before you can use any Digital Certificate Manager (DCM) features, you need to start it on
your system. Complete the following tasks to ensure that you can start DCM successfully:

1. Install Digital Certificate Manager.

2. Install IBM® HTTP Server for i5/0S°.

3. Use System i™ Navigator to start the HTTP Server Administrative server:
a. In System i Navigator expand your system > Network > Servers > TCP/IP.
b. Right-click HTTP Administration.
c. Select Start.

OR

Start HTTP Administrative server from command line:
STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

4. Open a web browser and enter http://your_system name:2001 to load the IBM Systems
Director Navigator for i5/0OS web console.

5. From the welcome page click the i5/0S Tasks Page link.

6. Select Digital Certificate Manager from the list of products on the i5/0S Tasks page to
access the DCM user interface.

7. Confirm that no errors are received after clicking on the link. If errors are received, please
contact IBM for assistance.

V5Rx

Before you can use any DCM functions, you need to start it. Complete these tasks to ensure
that you can start DCM successfully:

1. Install 5722 SS1 Option 34. This is Digital Certificate Manager (DCM)

2. Install 5722 DG1. This is the IBM® HTTP Server for i5/0S®

3. Install 5722 SS1 Option 35. This is the CCA Cryptographic Service Provider
(V5R3 and earlier only)

4. Install 5722 AC3. This is the cryptography product that DCM uses to generate a public-
private key pair for certificates, to encrypt exported certificate files, and decrypt imported
certificate files.

(V5R3 and earlier only)

5. Use iSeries™ Navigator to start the HTTP Server Administrative server:

Start iSeries Navigator .

Double-click your system in the main tree view.

Expand Network > Servers > TCP/IP.

Right-click HTTP Administration.

Click Start.

PooTo
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OR

Start HTTP Administrative server from command line:
STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

Start your Web browser.

Using your browser, go to the System i™ Tasks page on your system at

http://your_system name:2001

8. Select Digital Certificate Manager from the list of products on the System i Tasks page
to access the DCM user interface.

9. Confirm that no errors are received after clicking on the link. If errors are received, please

contact IBM for assistance.

No

If all above tasks have been completed for DCM and you are still unable to access it, please
contact IBM support for assistance.

1.2 — Create Certificate Store

If this is the first time you’ve used DCM, you will first need to create a Certificate Store. In
most cases, using the *SYSTEM Certificate Store is sufficient. If you're experienced with
using DCM, you can create a new Certificate Store or use an existing one.

These instructions will outline how to set up the *SYSTEM Certificate Store.

1. In the Navigation pane, click Create New Certificate Store. Select *SYSTEM and click
Continue

Note: If *SYSTEM is not listed as an option, that means it has already been created and
you do not need to go through these steps to create the *SYSTEM Certificate Store.

w

) . Digital Certificate Manager 01

,’\3}( Create New Certificate Store

P Manage User Cartfoney

* Create Bew Cortificate
Store

© Create @ Contome Auhorty
(CA

o

P Manage CFL Locetony
© Manage LOAF Locags
© Mxnage Fale Regutl Lones

2. Select “No — Do not create a certificate in the certificate store.” And click Continue.
Create a certificate store password and click Continue.
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Digital Certificate Manager © IBM.
Create a Certificate in New Certificate Store

Certificate store: *SYSTEM

The new certificate store will contain the default ist of Cartificate Authority (CA) certificates. Do you want 1o create 3 cestificate in the certificate

Seinct s Cenicate St
store?

| EmecoAr | ColpseM |  ryyes . Crente a certificate in the certifice store.
® No - Do not areate a certificate in the certificate store.

[ Comrue | [ Cancer |

Betirn o OGS Tasky

l Secue Conracton ]

3. Create a certificate store password and click Continue.

Digital Certificate Manager © 12,
Certificate Store Name and Password

Certificate store: *SYSTEM

I Sereci s Cothcon Siove ) You must enter a password for the new certificate store and enter the password again to confirm It

e Certificate store password: (required)
Confirm password: (required)

o Crmate New Certificate [[Comtenn | [Cancel ]

© Marage OXIY Feduest Locatiun

Datirn ta 2000 Tashs

Secae Cornecson

4. The *SYSTEM Certificate Store has been created

Digital Certificate Manager © IEM.
Cartificate Store Created
The certificate store has been created.
T Sencscomemme ) File mame: JQIBM/USERDAT A/ICSS/CERT/SERVER/DEFAULT .XDB

Note: You must dick on the Select a Certificate Sore button in the left frame 10 refresh the Digital Certificate Manager (DOM) 10 work with this
new certificate store.

o

Batirn 2 200 Tanks

Secms Comecton |

You are now ready to use DCM to manage your Strategi SSL certificate/s.

2 —Download/Install Strategi PTF for Convert Certificate Command
(CVTCTFSGI)

In order to convert your existing Strategi SSL certificate, you must have the CTVCTFSGI
command. This command is available in the form of a Strategi PTF SGI196P015 for the V1R9
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releases and SGI216P030 for the V2R1 releases. You do not need to upgrade Strategi to the
1.9.6 or 2.1.6 releases in order to apply these PTFs.

Note:

If on any release prior to V1R9, you would need to upgrade to the Strategi GA release, apply
PTFs and then convert your certificate OR upgrade directly to the V2R5 release and convert
your certificate/s.

1. Download the SGI196P015 or SGI216P030 PTF
2. Install the PTF per the above instructions

PTF Installation Instructions can be found at:
http://support.businesslink.com/docs/bulletins/strateqi/tsb sqi030.htm

3. Restart the subsystem

3 —Certificate Conversion

3.1 — Run the CVTCTFSGI Command

This process will convert your existing Strategi SSL certificate/s to one that can be imported
into DCM (PKCS#12) format.

1. Prompt the Strategi CVTCTFSGI VRBOUT(*YES) command
2. Inthe Certificate Store Password parameter, enter a password that will be used to secure
your certificate and press Enter

Note: You will be asked for this password when importing this file into DCM

3. A Java Shell Display screen will display while your certificate/s are being converted

Java Shell Display

3. When conversion is complete, the message “Java program completed” will display. Press
F3 to exit.
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**Note - If you run into any errors with Java when running the command, please contact
BusinessLink Support and we will provide you with information on how to find the
appropriate JVMs on your system.

3.2 — Confirm Certificate Conversion

The conversion will create PKCS#12 versions of your certificate/s in the Strategi root directory.
You should confirm that the certificates exist as follows:

1. Using command line WRKLNK ‘/strategi’, Ops Navigator or a mapped drive to your IFS
display the Strategi IFS root

2. Inthe directory, you will see converted certificate file/s with the following naming
convention:

DCMImport-website_code.dat
(where “website_code” is the website name as listed in Work with Websites)

View from iSeries WRKLNK command
Work with Object Links

Directory . . . . : /sgius216

]
hel
=1

object Tink Type Attribute
deleted DIR

java DIR

pktsgi DIR

publish DIR

remote DIR

tmp DIR

user DIR

website DIR
pcMImport-default. > STMF

NN NN

Bottom
Parameters or command

View from PC drives mapped to IFS
& SGIUS216

: Fle Edit Vew Favorites Tools Help
O Back ~ > ir 7~ Search Folders El -
¢ Address |23 111019, 198,510t \SGIUS 216
Mame Size | Type Date Modified
File and Folder Tasks 21 Sdeleted File Folder 3/24/2009 3:55 AM
i File Fold: &/26/2009 2:27 PM
IEIE Rename this file Djava X !E olaer D"’_ D"_
L ) |2 pktsgi File Folder 3/24f20039 2:55 AM
iy Move this file [publish File Folder 3/24/2008 3:55 AM
[ Copy this fie S)remate File Folder 3/24/2002 2:56 AM
e Publish this flle to the Web =2 tmp File Folder 6/26/2008 2:23 FM
(3) E-mail this file [Duser File Folder 3/24/2009 9:57 AM
X |Z)website File Folder 6/12/2008 3:15FM
¥ Delete this file e
8| DeMImport-default. dat 2KB DAT File 6/29/2009 11:43 AM

3. If all website certificates have been found, you can move to the next step.
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4 — Certificate Import

Once the certificate has been converted, you will now need to import it into DCM.
In order to import your server certificate into DCM, you must first import the root and/or

intermediate certificates (if not already present). If you are sure that your root and
intermediate certificates are already there, you can proceed to step 4.3.

4.1 — Download/Save Intermediate and Root CA Certificates

The quickest way to get your intermediate and root certificates is to bring up your existing
Strategi SSL certificate from your website and copy them to your PC or directly to the iSeries
IFS for import.

The instructions below will detail how to save the root and intermediate certificates from your
existing Strategi installation.

1. Go to your current Strategi website with HTTPS (e.qg., https://www.thawte.com)

2. Depending on your browser, you will see a lock icon somewhere near the address bar.
(For demonstration purposes, we will use Internet Explorer to show this)

/= thawte is a leading global ce: ii5cate authority of SSL certificates, exte
Ov - & ¥[8 mewtenc us] | (42| X

3. Click the lock icon and then click the “View Certificates” link

r

/= thawte is a leading global certificate authority of SSL certificates, exte

O - e e v |8 mewtemncus |[49[x

File Edit View P . s %
‘ |= j Website Identification
: @:g < =5
: Links [C) Customer W] , CENTRA o
thawte has identified this site as S
hy :
W W ‘®ﬂ’a""te Thawte Inc : f
| Mountain View, California
us

@ tha‘ This connection to the server is encryptgd Bk togin ||
il

Should | trust this site?
s Buy

ﬁ View certificates l
V4

4. The Certificate window will display
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Certificate

General |Detai|s || certification Path |

.
Certificate Information

This certificate is intended for the following purpose(s):
+Ensures the identity of a remote computer

*Refer to the certification authority's statement for details.

Issued to: www,thawte.com

Issued by: thawte Extended Validation S5L CA

valid from 11/18/2008 to 1/17/2010

[tnstall Certificate. .. | [ Issuer Statement ]

5. Go to the Certification Path tab. You will see 3 certificates in the certificate chain.
The first and second ones are the Root and Intermediate CA’s respectively.

Certificate

General | Details | Certification Path

Certification path

thawte
thawte Extended Validation S5L CA
wanwy, thawte, com

View Certificate

Certificate status:
This certificate is OK.

6. To download the intermediate certificate, double-click on the second one. Another
certificate window will open.
7. Click on the Details tab and click the “Copy to File...” button
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Certificate

General | Detaills | Certification Path

Show: | <Al v

Field Value ~
E'v'ersion V3
ESerial number 7b 11 55eb 78 93 90 85 b5 &c...
ESignature algarithm shalRsA
Elssuer thawte Primary Root CA, {c) 2...
E'v‘alid from Thursday, Movember 16, 2006...
E'v'alid to Wednesday, Movember 16, 20...
ESubject thawte Extended Validation 55...
[Elrublic key RSA (2043 Bits) v

e

8. The Certificate Export Wizard window will display

x)

Certificate Export Wizard

Welcome to the Certificate Export

Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk,

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure netwark
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next,

Mext > |[ Cancel

9. Click the Next button

10. Select “Base-64 Encoded X.509 (.CER)” and click Next

11. On the File to Export screen, click the Browse button. If you have a PC drive mapped to
your iSeries IFS, select that drive and a folder within it.
(If you do not have a mapped drive or are using Ops Navigator, you can just save the file
to your PC for copying to your IFS at a later time)

12. Save As file name “intermediate” (the file will be saved as “intermediate.cer”)
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m&m Save As

File to Export] Savein: | i§ 0S5/400 (10.19.198.91) v @@ i@
Specify thej
> o epicosw
4 ‘) i qdirsrv
File name: My Recent < qibm
T Documents & root
L o L seattle1
r
[
Desktop
My Documents
My Computer
b File name: !interrnediatel v l Save
My Network Save as type: t Base64 Encoded X.508 (*.cer) v } [ Cancel ]

13. Click the Save button, click Next and then click Finish

14. To save the Root certificate, go back to the original certificate window and repeat the
same procedure, naming the file as “root” when you save it to the IFS (the file will be
saved as “root.cer”).

You are now ready to import the Root and/or Intermediate CA certificates into DCM.

4.2 — Import the Intermediate and/or Root CA Certificates into DCM

1. Go to IBM Digital Certificate Manager (DCM) (http://your_system name:2001) and login
with your iSeries user profile

2. In the navigation frame, click Select a Certificate Store and select *SYSTEM as the
certificate store to open

3. Enter the Certificate Store password and click Continue

4. In the Navigation frame, click Fast Path and select Work with CA certificates

5. Click the Import button

Digital Certificate Manager @ 15M,
Work with CA Certificates -

Certificate type; Catificate Autaority (CA)
Cortificate store: “Sr51EM

Select 3 certiticate, hen select 3 button to pectorm an action on the cetticate.

_Erpasd Al J{ Cellapwa 8§10 1 vou want 10 inciuce 3 CA i the CA trust list a7 an 00iicaeion, seledt 3 CA from the Nst balow and cidk the Enadie butren. A lst of
anplications will disnlay and you can solect the applications that should include this CA In the application’s CA st st
VERE
® yrort wth sercec pod Jext
e e Certificate Authority (CA) Status
* Yook with CA cevtificates
® Word scth soer ceatfiontey o  Thoate Trid Intermediste Erabled
© ord with ceniipe
(0ol O Thawte Test CA Root Erabied
o e wth setvet
pshizties GlobalSgn Root CA Erabied
- -
) Root Erabie
5 ey DD Roct CA 2 rabied
o Create Cortticass O LOCAL CERTIFICATE _AUTHORITY(1) Eralied

e Vs LA Y Casltod

6. On the Import Server Certificate Authority (CA) Certificate screen, enter the path to the
intermediate or root certificate that you saved previously in the IFS (e.g.,
/tmp/cert/intermediate.cer) and click Continue
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Digital Certificate Manager @ 1EM,
Import Certificate Authority (CA) Certificate

Certificate type:; Catificate Autaority (CA)
Certificate storo: *SY51EM

| Seiect 4 Cantcan Sicre

Epasd Al | Ccllapee A1 ]

Spadify the fully qualified path and file name of the cerntificate that you want to import

Examgie path and Fle name: MYDIRECTORY/MYFILE. EXT
Inport flle: sroicotmynamecaiecot cel

VERE Fun
= Word weth seccec ood et
sl - R
eIk CAGIIS | (. (Coow

7. Specify a label used to describe the certificate you are importing (e.g., Thawte
Intermediate CA)

Digital Certificate Manager © 1BM,
Import Certificate Authority (CA) Certificate

Certificate type: Certificate Authority (CA)
Certiflicate store: *S5YSTEM

Spadty alabe for he cenificae

CA cortificate label: Thavs remetan T4

wEag ok
@ J¥0rs wth seryer and Sheat

s ) carmso || Caccnt
o Werk with €A cotifi sioc Lesans )| Cootot |

8. You should receive a screen similar to below when your certificate has been imported
successfully

Digital Certificate Manager © I1BM,
Work with CA Certificates -

The camficate has béen Importad

m Use the Manage Applications Lesk if you wand to specifly thal soplications rust this Ceriiflicate Authority (CA).
Fapand Al | Colapre i | Centificate type: Cortificate Authaority (CA)

Certificate store: *SYSTEM

A
'."ra Select a certificate, then <elect 3 button to pecform an action on the certfice.

ook eith CAcertificatss  §f you weanlt 1o iIndudie o CA im the CA tiust Hist for an apolication, selext o CA from the list below and Cick the Enabile bution, A list of
= yhrd wth soer Contfcnten applications wil dasplay and you an sefect the apglications 12t should indude this CA In the spplicetion’s CA brust st

.

ik with cearpe

_mmtm“ Certificate Authority (CA) Status
oosiuaties

®3¥0r wth Cleot acpacatens @ | Thaate Intermedate CA Erabled

) Thawto Trid Intermodiste Erabled

** For problems importing your certificate, see Certificate Import Troubleshooting below. **

You are now ready to import your server certificate into DCM.

4.3 — Import the Server Certificate into DCM

1. Go to IBM Digital Certificate Manager (DCM) (http://your system name:2001) and login
with your iSeries user profile

2. Inthe navigation frame, click Select a Certificate Store and select *SYSTEM as the
certificate store to open

3. Enter the Certificate Store password and click Continue

4. In the Navigation frame, click Fast Path and select Work with server and client
certificates

5. Click the Import button
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http://your_system_name:2001/

Work with Server and Client Certificates

Certificate type: Server or dieat
Certificate store: *SYSTEM

[ Selecta Cosbicate Sice |

[ ) e ]

viagfh
* Vork pith servr and
et Ccontticates

No cestificates found for this certificate store.

ingan ] [Croase | [Tancol_

Digital Certificate Manager @ 1BM,

6. On the Import Server or Client Certificate screen, enter the path to the server certificate
that was converted using the CVTCTFSGI command and click Continue.

For most systems this path will be /strategi/DCMImport-default.dat

Digital Certificate Manager @ 18M,
Import Server or Client Certificate

Certificate type: Server or dieat
Certificate store: *5YSTEM

Spedly the fully quaified peth and file neme of the certificete thet you wanlt to Impat

Exangic path and Flle nome: /MYDIRECTORY, MYFILEEXT
Import Hle: dee/catmypren cod

wias Poth
-
ok with o and
cheat contiicates
:mmmamm Corsace | [ Carcel |

7. You will be prompted for the password. Enter the password you created when running the
CVTCTFSGI command and click Continue

Note: If you do not remember the password, you will need to re-run the CVTCTFSGI
command and give it a new password as the password is required to import it into DCM.

Digital Certificate Manager @ 18M,
Import Server or Client Certificate

Certificate type: Server or dieat
Certificate store: *SYSTEM

| Select a Cosdcate Sicre |
Fnrer e eacrypaon password for e fle that contaes the cemficane.
GeowAl ) Coupsern | Password:

wIag Oth T
» Work with seqver 2ad [ Corseun | Carcet |

8. You should receive a screen similar to below when your certificate has been imported
successfully
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~ ; Digital Certificate Manager @ 1M,
; ,’j“ Work with Server and Client Certificates
‘&."7'\. ’¢

e - The certficate bes Leen Imported

[ ey = Use the Assign to Applications button to spedfy which applications should use this certificates
Certificate type: Server of disar

Certificate store: *SYSTEM

Defoult certificate lobel: No default certificate found in certificote stoce

Cpod Al | Coltapsesn |

wiag euh
O WOrk sith ssrver e
thont cortificates
> Selet a certificate, e sefect a buthon Lo perform an adion on the cetiice.
® \Yorh with yeer Canticate)
LAl !}'l ‘l"l ax
et Cortificate Common name
® \York seth sercer
» My Testing WobsRe www.mtestinguebats.com
® \ork seith Caet AOSCANNS 1
ook wth OB locations [Viw] | Delee | [ Ronsw | [ Epon ehdate
s (regrniepiscs ]

» Crate New Cartonte Shore

Your certificate is now available to assign to your Strategi website.

4.4 — Certificate Import Troubleshooting

An error occurred during certificate validation. The issuer of the certificate may not be in the
certificate store or the issuer may not be enabled.

This means that a certificate in the chain above the current certificate is not in the CA list. You
will need to import the missing certificate prior to importing the current one.

A duplicate key exists in the certificate store. The certificate or the label may already be in the
certificate store. The label must be unique.

This means that the certificate you're attempting to import is already present in the CA list and
cannot be imported again.

5— Strategi Upgrade

You are now ready to complete the upgrade to the Strategi V2R5ML1 release.

This Strategi release is compatible with all operating systems. If you choose, you can upgrade
Strategi prior to upgrading or moving to OS/400 V6R1. If you are moving to a new system,
you must be sure to do an entire system save to ensure that Strategi as well as DCM are
intact when on the new system.

1. Download the V2R5M1 (RA) release (download instructions should be sent via email from
a support team member)

Upgrade Instructions can be found at:
http://support.businesslink.com/docs/bulletins/strateqgi/tsb sgi006.htm

2. Upgrade Strategi per the above instructions
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6— Assign SSL Certificates to Strategi Applications in DCM

The Strategi upgrade process will register an application ID with DCM for each website that is
set to listen on the SSL port.

These instructions will show you how to assign your imported SSL certificate to the Strategi
Applications in DCM.

1. Go to IBM Digital Certificate Manager (DCM) (http://your_system name:2001) and login
with your iSeries user profile

2. In the navigation frame, click Select a Certificate Store and select *SYSTEM as the
certificate store to open

3. Enter the Certificate Store password and click Continue

4. In the Navigation frame, click Fast Path and select Work with server and client
certificates

5. Click the “Assign to Applications” button

Digital Certificate Manager @ 1BM,

S >
ey

g ’r “ Work with Server and Client Certificates
o

Certiicate type: Saver ur dient
Cortificate store: “SyYSTEM
Default certificate labek: No default certificate found in certificate stoee

Seledt o cerificate, then sedect a button Lo perform en edion on the axtficste.

= Work with scrver aad Certificate Common name

© yarh wih CA efnges P My Tesling WobsRe www.mtestingwebsto.com

Yok i setves
Dsingtacs

®W¥rd wth ol AcpAciens

© 400k with ORL \ocRioes mnpor || Crocte Chack Exprztos Concel

6. On the Select Applications screen, find the Strategi applications. The Strategi
applications names consist of the following haming structure:

STRATEGI strategilibrary applicationtype websitecode

So if you installed Strategi into library STRATEGI and your website name is DEFAULT,
the application name would be STRATEGI_STRATEGI_WEBSITE_DEFAULT

There will also be a corresponding client application for the Strategi RQSHTPSGI
command with a naming structure:

STRATEGI strategilibrary RQSHTPSGI
7. Check the box next to both application Ids and click Continue

Note: IF you do not see the Strategi applications in the list, go to 6.1 below to help
troubleshoot the problem.
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Digital Certificate Manager @ 1BM.
Select Applications
Certificate type: Server or diert

Certilicate store: *SYSTEM
Certiticate labed: My Tasting Websine

Solect which apolications will use this cortificate:

Warmlag: YWhen you ass'on & Cerlilicete Lo a Clent appiicetion enxd a server requests diert aulhenlicetion, Uhen the server aulhenticetes &
users of Uhe applicative based on that centificate. Consequently, the server does not authenticete users on an indvidud basis. To
ensare that the server suthenticates each user of a clent acplication Individusally catside the SSL protocol, do not assign &
certificate to the chent aoplication,

[LSelecrir ]| Cemas |

Apwlication Type Assigned certificate
05400 TP Central Server Server Mone assined
T 057400 TCP Database Server Server
7 05400 TCP Data Quewe Server Server
05400 TCP Nebwork Print Server Server
3 05400 TGP Remote Command Server Server
05400 TCP Signon Server Server
T 057400 TCPAIP Talnet Server Server
7 05400 DOMIDRDA Server - TCP/IP Server Mone essied
© Eanng aishomac 7 | O5/400 TCPAIP FTP Client Chent Wore essired
:w [l STRATEG] STRATEGI \WEBSITE DEFAULT Server NMorse aswried <4—
P MA0E CANCRR 3304 @ STRATEG] STRATEGI RQSHTPSG! Clent Nove essiried 4—
b Macage CBL Lonaneg

* MIA0e LOA” Lecancn ¥ [ Comeon ][ Cancet

8. The certificate has now been assigned to your Strategi applications

Digital Certificate Manager © I1BM.
Application Status

The dppications you seected witl use this cestificate

| Seledt 3 Contcan Siore I?

_DpasdAl || Collapse A |

9. Click the OK button

6.1 — Troubleshooting Strategi Application Registration

If you do not see Strategi Applications listed, there may have been a problem registering them
with DCM during the upgrade. Do the following to help determine the cause:

1. Run the Register with DCM (REGSGIDCM)
At command line: REGSGIDCM

2. Display your job log to see what, if any registration error messages are logged
At command line: DSPJOBLOG, press F10

3. Send any error messages to BusinessLink support

If no error messages are logged, go back into DCM and see if the Application Ids are
registered now.

7 — Start Strategi and Test SSL

1. Start the Strategi subsystem
= STRATEGI/ENDSGI RESTART(*YES)
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2. The subsystem can take anywhere from 5 minutes to several hours to complete startup,
depending on your system. During this time, you will see the AUTOSTART job running in
the Strategi subsystem.

3. When subsystem startup is complete confirm that SSL is working by going to your website
with https. (e.g., https://your.dns.address/resources/main.htm)

4. A locked key should show in the browser (varies depending on what browser is used) and
you should be able to view your certificate details in the browser.

(If a locked key does not show or it fails https does not return a Strategi web page, please
contact BusinessLink Support)
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https://your.dns.address/resources/main.htm

